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Executive summary

Today’s societies face many
new security challenges and
threats. To overcome them,
public safety professionals need
to be more efficient and have a
better view of incidents. They
need modern communication and
collaboration solutions. But not
just any solutions - they must be
very reliable, secure and easy to
use so that professional users
can depend on them in critical
situations.

Agnet is the next-generation
collaboration solution, designed for
public safety. It gives professional
users reliable access to mission-
critical services, which deliver

far more than push-to-talk over
broadband, such as data, video and
location services. Agnet allows users
to benefit from the open ecosystem
of possibilities — in a secure and
controlled way. It supports 3GPP
standards and is fully compatible
with 4G/5G.

However, technology is not the
only thing that matters. PMR/LMR
systems were standardized and
designed to be mission-critical
from end-to-end. Mission-critical
broadband solutions are more
versatile and do not come from a
single vendor. The ICT environment
is also constantly evolving. To ensure
everything works seamlessly and
securely together, public safety
organizations need a long-term
partner they can trust.

Airbus is the market leader in large
nationwide public safety networks

in Europe. Almost 2 million public
safety professionals use Airbus
solutions every day. In addition

to TETRA and Tetrapol, Airbus is
experienced in 4G/5G technologies
and how to apply them in critical
communications for public safety.
Although the technologies have been
evolving over the past decades, the
basis of customers’ needs have
remained unchanged, and are driving

the development of new products
and solutions, such as Agnet.

Agnet is the perfect way to move
your communications into the future
and adopt 4G/5G capabilities. It
provides the right information, to
the right people, at the right time -
securely and efficiently. This allows
public safety professionals to make
the right decisions quickly and

act faster — thus making citizens,
societies and infrastructures more
secure.

This, combined with technical
expertise and a deep understanding
of public safety users’ needs, makes
Airbus the trusted partner in your
migration project — now and in the
future.
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Agnet - The new era of
critical collaboration

Agnet is all about secure group
collaboration - designed for
public safety users. It delivers
far more than push-to-talk over
broadband, such as data, video
and location services.

Agnet is a strong collaboration
platform combined with an
ecosystem of apps, devices and
accessories, and endless possibilities
of integration. It supports 3GPP
standards and is fully compliant with
4G/5G.

Agnet won the ‘Best MCX Solution
of the Year’ ICC Award during CCW

2022 event.

@ Voice, data, video and
location services

With Agnet, public safety users

become part of the new era of critical
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collaboration. Voice, data, video and
location services are all on hand —
with the reliability and security that
public safety users expect.

Instant video sharing from video
cameras or drones to dispatcher or
groups will greatly improve
situational awareness.
@ Apps, devices and
accessories ecosystem
Apps, devices and accessories can
help you work in new and better
ways. But not just any solutions —

you must be able to depend on them
in critical situations.

The SmarTWISP developer
programme from Airbus gives you
access to professional solutions — all
proven to be reliable, secure and
easy to use, and compatible with
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Agnet. Popular smartphone models

for public safety users include, for

example, Samsung Galaxy XCover6

Pro, CORE-X4 and CORE-X5.
Dispatching

C solutions

Agnet Dispatcher is a modern, web-
based dispatching solution. It gives
dispatchers quick access to Agnet
communication and multimedia
features, and also allows them to keep
track of multiple situations in real-time.

Agnet can also work seamlessly with
your existing control room solutions.
Flexible

G deployment

Whatever your need, Agnet has the

right deployment option for you.

e Private on-premises deployment
is the best choice for public safety
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organizations as it matches their
stringent security requirements
and keeps control in their own
hands.

e Public cloud deployment is
ideal for service providers, such
as breakdown recovery services
supporting public safety and
seeking a modern and easy-to-
use end-to-end service.

e Hybrid cloud deployment is a
mix of private and public. It allows
organizations to decide where
their applications operate and
scale resources on demand.

Agnet offers geo-redundancy options
to ensure high availability of service
even during a regional outage.

Security without compromise
Agnet delivers end-to-end security.
It also has the resilience to resist
cyberattacks and data breaches
while continuing to operate. The
platform gets regular software
updates and emergency patches if
vulnerabilities are detected.

With Agnet, all communications are
encrypted. It prevents compromised
devices and unauthorized users
from accessing an organization’s

Field users

resources, while giving each user
their own protected space.

Agnet can be integrated with SOC
(Security Operations Center), which
provides an organization with a single
view of its data security status.

Airbus is accredited by national
authorities to handle confidential
information. As a European
company, Airbus complies with EU
cyber security regulations.

Connectivity

Agnet is fully compatible with
4G/5G, as well as 3GPP service
control mechanisms, called QPP
functionalities (Quality of Service,
Priority and Pre-emption). These
include support for Rx interface
between the Agnet application server
and the core network’s Policy and
Charging Rules Function (PCRF).

All these enable priority use of MNO
networks for public safety users over
consumers.

Agnet also complies with the eMBMS
(evolved Multimedia Broadcast and
Multicast Services) functionality.

This improves the use of radio
resources when large numbers of

Agnet for public safety

users are in a small area at the
same time.

Agnet supports different integration
solutions, from tailored gateways
to 3GPP compliant Interworking
Function (IWF). These enable
seamless interoperability with

your existing narrowband systems
(TETRA, Tetrapol, P25, DMR or
analogue). Agnet also works via
deployable networks and satellite
communications.

The Tactilon® Management solution
from Airbus, is an integrated way to
manage large fleets of devices,

groups and users efficiently and en
masse, from different organizations.

Professional services

Airbus offers a full suite of consultative
and technical services to help you
bring and migrate mission-critical
broadband capabilities into your
organization. These cover the entire
Agnet ecosystem, including your
existing systems. Learn more — see
page 6.

Control room

Discover five fascinating examples of Agnet and the new 5G capabilities in
mission-critical use. Download this white paper: “What 5G could mean for

mission-critical users - right now”
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https://www.securelandcommunications.com/download-what-5g-could-mean-for-mission-critical-users-white-paper
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Make your broadband
migration a success with

Agnet

While new technology can
help organizations to manage
incidents better than ever,
broadband migration is also a
challenge.

MCX (mission-critical voice, data

and video) is a critical part of the
migration project, but it is not
enough. For example, it also includes

the data center environment, control
rooms, emergency response centers,
the mobile device management
system, existing applications,
narrowband and 4G/5G networks.

Everything needs to work seamlessly
and securely together from end-
to-end — anytime, anywhere and
throughout the whole lifecycle of

solutions. Any disruption would have
a serious effect.

All this sets requirements for the MCX
solution itself, as well as the technical
expertise of the project team and the
vendor. But it will only work when
users’ operational needs are a central
part of the plan — from start to finish.

Agnet - an exciting new world of possibilities

Agnet is much more than an MCX
solution. It is a critical collaboration
platform, providing organizations
with endless possibilities of
integration — in a secure and
controlled way.

The Agnet APIs (Application
Programming Interfaces) and
3GPP compliant interfaces allow
seamless integration between
third party systems or applications
and Agnet. These include, for
example:

e Control rooms. Improve your
situational awareness with Agnet
control room integrations. The
French RRF project is a prime
example of such integration
(see page 9).

Existing narrowband systems.
Adopt Agnet and you will have
seamless communications
between narrowband and
broadband network users during
the migration period - see page 5.

e Data centers. Ensure 24/7
availability (zero downtime) to
your critical assets with Agnet
data center integration. The
Agnet architecture is based
on virtualization and modern
IT technologies. For the
deployment options, see page 4.

3rd party applications.
Discover new and better ways
of working with seamless
integration between Agnet
and third party applications

— including your existing

applications (see page 4).
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Professional services to help you minimize risks

Broadband migration requires
planning, as well as new kinds of
technical skills, change management
and resources that many
organizations may not have —

and this is why they fail.

MODULAR
Choose services you
really need

FLEXIBLE
Buy services the way
you need

Airbus experts can help you
minimize risks and ensure the project
schedule, so you can focus on the
most important tasks, while also
getting the full benefit of the new
broadband capabilities.

Airbus has a wide portfolio of
professional services for four main
project phases — Plan, Deploy,
Transfer and Run. Services can be
tailored and customized to meet your
needs, as and when needed.

INCREMENTAL
Get services when
you need

DEPLOY

Professional

Services

TRANSFER

The four main phases of Airbus professional services

SHAREABLE
Share services
ownership with you
or partners

Mission-critical connectivity — anytime, anywhere

But successful broadband migration
is more than just getting the

MCX solution and its ecosystem
deployed. When the MNO (Mobile
Network Operator) network

also serves regular consumers,
public safety users must have
higher priority. They need to get

a connection when they need it -
anytime, anywhere.

Agnet is compatible with service
control mechanisms (QPP) in
4G/5G networks. These ensure
that public safety users can always
get the services they need — even
when other users may experience
congestion.

Airbus works closely with MNOs
to provide critical communications
services for public safety users.

Examples of MNO cooperation:

e BroadWay research project -
Airbus led a consortium, including
multiple MNQOs, that successfully
demonstrated live network field
tests of critical communications
across Europe.

o MXLINK service - MXLINK is
a Secure Mobile Virtual Network
Operator (SMVNO) service
provided by Airbus. It brings
secure mobile broadband to
public safety users in Mexico.

o BSNL service — BSNL (Bharat
Sanchar Nigam Limited) offers
Agnet as a secure, end-to-end
mobile broadband service
to public safety and other
professional users in India.

As well as high availability and
reliability of service, coverage is vital.

Communications must be available
anywhere. This may require building
extra coverage or setting up other
solutions that extend the coverage,
such as deployable networks or
satellite communications.

Agnet has been successfully
tested with the new Low Earth
Orbit (LEO) satellite services.
These provide broadband capacity
with relatively low latency, making
them a viable option for public safety
services.

Learn how to build a smart migration
roadmap and avoid the most
common mistakes. Download this
white paper: “How to plan your
migration from TETRA to 4G/5G
mission-critical broadband”


https://www.securelandcommunications.com/en-press-releases/airbus-demonstrated-low-latency-broadband-leo-satellite-services-in-northern-finland
https://www.securelandcommunications.com/en-press-releases/airbus-demonstrated-low-latency-broadband-leo-satellite-services-in-northern-finland
https://www.securelandcommunications.com/en-press-releases/airbus-demonstrated-low-latency-broadband-leo-satellite-services-in-northern-finland
https://www.securelandcommunications.com/download-tetra-to-4g-5g-broadband-migration-white-paper
https://www.securelandcommunications.com/download-tetra-to-4g-5g-broadband-migration-white-paper
https://www.securelandcommunications.com/download-tetra-to-4g-5g-broadband-migration-white-paper
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Agnet - the trusted solution

Many public safety organizations already rely on Agnet or are
bringing it into use. These projects provide 4G/5G broadband
services, which work seamlessly with existing narrowband
services during the migration period.

FRANCE BROADWAY IN SLOVENIA FINLAND KUWAIT CHINA
* RRF (Réseau Radio EUROPE o Ministry of Interior e VIRVE 2, Erillisverkot ¢ Ministry of Interior * Beijing Government
du Futur), Ministry of o 1004 public safety ¢ Guangzhou Government
Interior organizations from
* French Customs 14 European
countries

L |

MEXICO ITALY BULGARIA QATAR UNITED ARAB
¢ State of Chihuahua ¢ South Tyrolean Civil * Ministry of Interior ® Ministry of Interior EMIRATES
* State of Querétaro Protection * Ministry of Defence o Abu Dhabi Police
o State of Jalisco (ADP)
¢ Tlalpan borough of

Mexico City

Agnet is trusted by many public safety organizations around the world
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Réseau Radio du Futur (RRF) - France’s pioneering project for
security and emergency rescue forces

French public safety organizations have relied on the nationwide radio communications
networks (INPT and RUBIS) for their everyday operations since the 1990s. The new
generation RRF (Réseau Radio du Futur — radio network of the future) will provide 4G/

LTE broadband services, which will work seamlessly with existing narrowband services
during the migration period. These new broadband capabilities will allow almost 300,000
public safety users to manage incidents and emergencies, as well as major diplomatic and
sporting events in better ways.

Learn more: https://www.securelandcommunications.com/
airbus-reseau-radio-du-futur-rrf-france

French Customs - ensuring smooth daily operations

French Customs have adopted Agnet for their professional communications, which brings
new efficiencies and better security for their daily operations.

BroadWay - for seamless critical communications across Europe

An EU funded research project, BroadWay aimed to improve the cross-border
communication and collaboration of European public safety authorities. Airbus led a
consortium that successfully demonstrated two full-scale field tests of cross-border
operations. Agnet’s mission-critical services gave first responders from 11 countries reliable
access to voice, data and video. This constituted a new achievement in cross-border
communications. The next step, BroadNet, will further pave the way towards seamless
cooperation across borders.

Learn more: https://www.securelandcommunications.com/broadway

Virve 2 - Finland’s new generation public safety network

Finnish public safety organizations rely on Virve, the nationwide TETRA radio
communications network, for their everyday operations. In 2018, Erillisverkot — the
operator of the Virve network — initiated Virve 2, a program to deploy the next-generation
mission-critical services based on 3GPP standards and 4G/5G technologies. Thanks

to Agnet, these services will work seamlessly with existing narrowband services during
the migration period. Users will also benefit from the rich ecosystem of devices and
accessories, in a secure and controlled way.

Learn more: https://www.securelandcommunications.com/customerstories/
virve-nationwide-public-safety-network-in-finland

Abu Dhabi Police - Keeping the city a safer place

Abu Dhabi is the largest of the seven emirates and the capital of the UAE. Its rapid
development has transformed it into a large, developed metropolis. As globalization
advances, international trade and other activities increase and require constant vigilance.
To help support its security efforts, Abu Dhabi Police (ADP) is gradually introducing
professional communications over broadband by adopting Agnet. Intended as a key asset
that aids Abu Dhabi’s sustainable growth, the system is designed to protect people and
vital assets as well as improve police forces’ efficiency.

Learn more: https://www.securelandcommunications.com/customerstories/
abu-dhabi-police

State of Querétaro - Keeping two million citizens safe

The authorities in Mexico’s Quéretaro state are under constant pressure to keep a lid on
crime. And like most authorities, Querétaro state sees communications as essential to its
mission. It wants to build on the success of its existing nationwide IRIS Tetrapol network,
while implementing new, efficient capabilities through more advanced communications. A
major part in realizing this ambition is the MXLINK service from Airbus. MXLINK is a Secure
Mobile Virtual Network Operator (SMVNO) service incorporating the network capabilities of
Red Compartida, Telcel and AT&T.

Learn more: https://www.securelandcommunications.com/customerstories/
state-of-queretaro-mexico
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https://www.securelandcommunications.com/customerstories/state-of-queretaro-mexico
https://www.securelandcommunications.com/customerstories/state-of-queretaro-mexico
https://www.securelandcommunications.com/customerstories/virve-nationwide-public-safety-network-in-finland
https://www.securelandcommunications.com/customerstories/virve-nationwide-public-safety-network-in-finland
https://www.securelandcommunications.com/broadway
https://www.securelandcommunications.com/airbus-reseau-radio-du-futur-rrf-france
https://www.securelandcommunications.com/airbus-reseau-radio-du-futur-rrf-france
https://www.securelandcommunications.com/customerstories/abu-dhabi-police
https://www.securelandcommunications.com/customerstories/abu-dhabi-police

Airbus -

the trusted partner

Moving from nationwide TETRA
or Tetrapol to 4G/5G mission-
critical broadband is a huge
undertaking and can take

years to complete. To make

it all work smoothly and with
minimal disruption, public safety
organizations need a partner they
can trust.

Airbus has decades of experience in
mission-critical communications and
is today market leader supporting
over twenty nationwide public safety
networks worldwide.

In addition to TETRA and Tetrapoal,
Airbus is experienced in 4G/5G
technologies and how to apply them
in critical communications for public
safety. Airbus customers can also
benefit from a rich ecosystem of
strategic partners. This opens a new
world of possibilities for professional
apps, devices, accessories

and integrations. Whatever the
technological solution, customers
can be confident that Airbus can
deliver a state-of-the-art critical
communications solution that

works seamlessly and securely from
end-to-end.

Airbus is a key contributor in 3GPP
standardization and holds the Vice
Chairman position in SA6 — the most
important working group for mission-
critical broadband services (MCX).

Airbus is an active member of
many co-innovation research
projects, which include members
from European universities and
other research organizations, user
organizations and companies. In
these projects, Airbus has been
able to verify Agnet and other Airbus
solutions in real situations and
receive feedback from professional
users and technology companies.
Research projects are an essential
part of Airbus’ innovations and

also a way to participate in the
ecosystem development on a

large scale. In addition, Airbus has
participated in ETSI MCX Plugtests
to validate interoperability of different
implementations.

Airbus is also an active member of
TCCA, the Global Certification Forum
(GCF) and the GSM Association
(GSMA), which address standardized
communications solutions and the
interests of ecosystem actors. The
members of these organizations
include governments, regulators,
industry, operators and end-

user organizations. Airbus has a
representative on the TCCA'’s board,
participates in GCF MCX work and is
an associate member of GSMA.

Airbus is a European company that
complies with EU legislation and the
General Data Protection Regulation
(GDPR).

When introducing mission-critical
capabilities into your organization,
Airbus’ comprehensive expertise and
experience is at your service — from
planning to maintenance, tailored to
your operational needs and covering
the entire ecosystem of mission-
critical solutions.
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A wealth of benefits

Agnet as the trusted solution and Airbus as the trusted partner together provide a wealth of benefits for
those looking to improve efficiency of operations with the help of new broadband capabilities.

Agnet — the trusted solution Airbus — the trusted partner

e Designed for public safety e Market leader in Europe
Is designed so that public safety users can Almost 2 million professionals use Airbus
depend on it in critical situations. solutions every day.

e Future-proof
Supports 3GPP standards and is fully
compatible with 4G/5G.

o Understands public safety needs
Long experience has given Airbus an excellent
understanding of public safety needs.

e Much more than MCX

Delivers far more than push-to-talk A\
over broadband. >

e Experienced in nationwide deployments
Can deploy large end-to-end systems for
over 300,000 users.

e Open ecosystem
Allows users to bengfit from the open
ecosystem of possibilities.

e Experienced in 4G/5G technologies
Is experienced in 4G/5G and how to apply
them in critical communications.

e Interoperable with narrowband
Works seamlessly with existing
narrowband services for migrations.

e A full suite of professional services
Offers a full suite of consultative and technical
services tailored to your operational needs.

o Flexible deployment
Supports flexible deployment options to
meet your organization’s needs.

e Long-lasting relationships
Has relationships with many public safety
customers, some spanning decades.

e Trusted by others
Many public safety organizations
already use Agnet or are bringing it

e Strategic partnerships
Has a rich partner ecosystem and is a key
contributor to standardization and research

into use. projects.

e Best MCX solution of the year e Complies with EU legislation
Agnet won the ‘Best MCX Solution of the Is a European vendor that complies with
Year’ award during CCW 2022 in Vienna. EU legislation.

Get started - talk to Airbus!

Take a future-proof step towards a future you can trust! Contact Airbus experts and your broadband migration project
will run more smoothly: https://www.securelandcommunications.com/contact-us

Learn more about Agnet and how it helps bring secure mobile broadband to public safety users:
https://www.securelandcommunications.com/agnet


https://www.securelandcommunications.com/contact-us
https://www.securelandcommunications.com/agnet
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