
SDoT Industry Gateway to meet NIS-2 regulations and IACS requirements!

Fulfills industry regulation requirements 
according to e.g. IEC 62443, NIS-2 and IACS 
standards UR E26 and UR E27

Flexible configurability and a wide range of 
application scenarios

Connects previously air-gapped 
OT environments

Full control over data sent from IT to OT

Real-time file transfer and 
status monitoring

Enable holistic cross-domain 
patch management

Prevents attacks on OT infrastructure

Protects from ransomware and 
zero-day exploits

Deploy once, remain secure

Let's get in touch:
info@infodas.de
www.infodas.com

As worldwide about 90 % of goods are transported by vessels, 
the maritime industry is the backbone of the global economy, 
facilitating the movement of goods and people across vast 
distances with efficiency and speed. A disruption of this 
infrastructure can have huge negative impacts on worldwide 
supply chains in all major industries. 

Cyberthreats are becoming one of the major concerns for the 
shipping industry and the number of cyberattacks targeting ships 
or ports are experiencing a fast growth with peaks of 400 % at the 
beginning of the COVID pandemic.

The SDoT Industry Gateway is the solution to ensure secure data 
transfer in real time and defend against cyberattacks. Our solution 
portfolio, which has been used in the defense sector for many 
years, has been expanded to include the SDoT Industry Gateway 
and is specifically designed to meet the needs of IT and OT 
infrastructure in ships and port facilities.

The SDoT Industry Gateway can be configured as an uni-directio-
nal gateway as well as a bi-directional gateway and is configured 
according to the customer-specific use case and the required 
protocols.

Security at the highest level.
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infodas offers a widely trusted and highly certified portfolio of products and services, perfectly setup to create a cyber 

resilient maritime environment!

Shipping operators are becoming more and more aware of the cyber risks costs, often resulting in high insurance 

policies. On the other hand, regulatory authorities try to define policies and guidelines to set best practices and increase 

the cyber resilience of vessels. Major concern is that it is often impossible to fully enforce even the simplest security 

measures on OT and IT infrastructure on ships. 

Get in contact with our cybersecurity experts to discuss your individual use case.

Connecting Maritime Cyber Domains!

Since 1974, infodas has been a pioneer in its sector, offering hardware & software based Cross Domain Solutions 

and consultancy for Cyber- and IT-Security. Since 2024, infodas is an Airbus subsidiary specialized in Cyber & IT.

Our Cross Domain Solutions cover a wide array of uni- and bi-directional use cases with structured and/or unstruc-

tured data supporting various protocols. They hold Bureau Veritas, DEU SECRET, EU SECRET, NATO SECRET 

accreditations and some of them are certified for NITES  and Common Criteria.

Cybersecurity Made in Germany. 

SDoT Industry Gateway.

Network Backbone: IT and OT Data Networks
Firewall/Internet, Shipboard Systems, Public Address/Alarm

Industrial Control system 
IoT (Cargo control and handling incl. Necessary 
Infrastructure, Ship safety system, Loading 
and stability computer, …

 

Ship IT Network 
IT (Human resource manage-
ment, Load planning & 
scheduling Passenger 
ticketing and payments, …

Navigation
Charts, GNSS, Radar, Weather

Communications
Ship-to-Ship, Satellite link, AIS, GSM

Ship2Port 
Communication
Remote maintenan ce/monitoring/
shore connections / customs- 
and freight documents

Get in touch with our
cybersecurity experts:

info@infodas.de
www.infodas.com


